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Cnuncok cokpaweHnmn

ouwc OpraHu3auMoHHO-WTaTHasA CTPyKTypa
Cy3 Cucrema ynpasfeHns 3asBKaMu

uc LeHTp ceptudunkaumnm

oM SneKTpoOHHas NoAnNucb

Bepcusa 2.11.1

[NobasneHa noanepxxka o06HoBNeHnM KoMNoHeHTOB cnctembl KYB ¢ 6onee paHHMX
BEpPCUM.

B CY3 pobaBneHa nogaepxxka ayteHTndunkaumm Oracle Access Manager (SSO).
M3meHeH dopmaT nnueH3unn ana cucremol KYB.

PaspabotaH n gobaeneH areHTt OES.

B CY3 pobasneH mactep "Umnopt ceptudmkarta”.

B CY3 pobasneH mactep «Mmnopt OLLC>».

DobasneH otueT “CobbITUA AOCTYNa K 06beKkTaM LeneBbix cncrem”.

[obaBrneHa BO3MOXHOCTb B MacTepax CY3 ykasblBaTb MAEHTUDUKATOP 3a9BKN BO
BHELLHEN cucreme.

JobaBneHa BO3MOXHOCTb MoOWCKa 3asBKW B npeactasneHnsax CY3 no naeHtu-
dnKaTopy 3as8BKM BO BHELLHEN CUCTEME.

10.[lo6aBneHa nogaepxka CMHXpoOHU3aunm ceoctB 06bekToB KYB 1 yueTHbIX 3anu-

cen areHTa Windows.

11./lo6aBneHa BO3MOXXHOCTb ycTaHoBKM CY3 npu oTcyTcTBumn cepeepa KYb.

Bepcua 2.11.2

1.

2.

9.

[JobaBneHa BO3MOXXHOCTb Ha3HA4YeHUS HOBbIM COTpyAHNKaM VI36|3aHHbIX MacTepoB
M OTHETOB.

JobasneHa BO3MOXHOCTb A06aBNeHNS COTPYAHUKY HECKONbKNX 30H
OTBETCTBEHHOCTU.

[JobaBneHa BO3MOXXHOCTb aBTOMaTMYeCKOro NpeaoCcTaBNeHns ponei CoTpyaHKaM
npwu co3gaHuu Ans HUX 30Hbl OTBETCTBEHHOCTHU.

[Job6aBneHa @YHKUMOHANBbHOCTL MO COrlaCoBaHWIO W  yBeOOMJIEHU0 06
M3MEHEHNUN OTBETCTBEHHOCTEN.

JobaBneHa BO3MOXXHOCTb Ha3Ha4YeHUs COTPYAHUKOB B OpUANYECKNX nLLax.
JobaBneHa BO3MOXHOCTb AOMOSIHUTENbHOM MOAMNMCK 3asiBKU CEepBepoM Ans
NoATBEPXAEHNA eé LesIOCTHOCT!.

JobaBneHa BO3MOXHOCTb OrpaHuyeHus Bblbopa cepTudurkaTa Ans NOANMUCK B
mMactepe "Nmnopt ceptnudurkata"” B CY3.

B CY3 pobaBneHa BO3MOXHOCTb COrjlacoOBaHWSA 3a APYrux COTPYOAHUKOB, C
BO3MOXHOCTbIO pasrpaHuyeHus AocTyna no AAaHHOW onepauuun, B TOM 4ducie
cornacoBaHme Ha4aJlbHUMKOM 3aABOK MOAYMHEHHbIX.

JobaBneHa BO3MOXHOCTb 6ﬂ0KVIDOBaHMF| poneﬁ C mwleHneM CoTpyagHMKoOB AO0C-
Tyna, npeaocraBngaemMoro Ba6J'IOKVIpOBaHHbIMM ponamn.

10.Jo6aBneHa BO3MOXHOCTb BCTpamBaHusa CY3 B nopTan Nnpy NOMOLLM MEXaHU3Ma

MOpT/IETOB.

Bepcusa 2.11.3

1.
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Ons areHTa OES gobaeneHa noaaepykka 3arpyskm otobpakaeMblX MMeH npas A40C-
Tyna 13 AOMNONIHUTENbHbIX CMPaBOYHMKOB.

Ona arenta OES pobaBneHa noaaep)kka MCNONb30BaHUS AMHaMUYeCKUX U CUC-
TeMHbIx aTpnbytoB OES.

B CY3 pobaBneHa BO3MOXHOCTb KONMMPOBAHMSA POSK B MacTepe pefakTUpOBaHUS
ponu.

[lobaBneHa BO3MOXHOCTb Bbl6Opa 3HAYeHU aTpUbYTOB B YCIOBUSAX MOSIMTUK U3
CNpaBOYHWUKOB, CCbINAOLWMXCA Ha 06beKTbl KYB (TONbKO A48 CrpaBoYHMKa
«MoapasaenexHune»).

PaspaboTaHa cucrema Kpocc-cepBepHOro TeCTUPOBaHMUS.
PaspaboTaH HoBbIN popMaT nuueH3nii ans KYbB.

Bepcusa 2.11.4

1.

8.
9.

BHeceHbl n3MeHeHnd B TEPMUHbLI, CNOsb3yeMble B cucteme KYb:

e TepmuH "MoppasgeneHne" 3ameHeH Ha "OpraHusaums" (B nonsix, KoTopble
noapasymeBatoT BbI6Op opraHusaumm);

e TepmuH "CoTpyaHuK" 3amMeHeH Ha "lNMonb3oBatens";

e Mactep "lpueM Ha paboTy coTpyaHuKa" nepemMeHoBaH B "Permcrpauus
nonb3oBartens”;

e MacTtep "YBOSbHEHME COTPYAHMKOB" nepenmeHoBaH B "JlMweHwne gocryna K
cncreme";

e MacTtep "MnopT cepTudmnkaTta" nepenmeHoBaH B "MMnopT cepTudunkaTa
nonb3oBartens”;

®  WNCKJKOYEHbl NOHATUS "coTpyaHUK", "yBonbHeHMe", "npruem Ha paboTy".

[obaBneHa BO3MOXHOCTb NepenMeHoBaHuns Mactepos B CY3 1 U3MeHeHUs nonei
BHYTPV MacTepos.

[JobaBneHa BO3MOXHOCTb pa3bueHus cucrtemol Ha 6onee Menkue CTPYKTYpPHble
KOMMOHEHTblI N pa3HeceHne UX no OTAENIbHbIM cCepBepaM, yBeIM4YeHUne Kon-
yecTBa CepBepoB, NapasnsiesibHO BbIMOAHAOWMX O4HY U Ty e DYyHKUMUIO.

JobaBneHa BO3MOXHOCTb OorpaHnyeHna BuUMANMMOCTU pOHEVI AOCTYNHbIX And
Ha3Ha4YeHnsA COTpyaAHUKaM.

OTobpaxkatoTcs M JOCTYMHbl A/ Ha3HAYeHUs TOMbKO POSv, METKU KOTOPbIX
COOTBETCTBYIOT METKaM NnoapasfesieHnst COTPyAHMKa W BbllE MO Mepapxuun Ao
opraHusaumm coTpyaHuKa.

[lobaBneHa BO3MOXHOCTb NpocMoTpa B CY3 cnucka TeKyLMx 3a1a4 o BCcem
cepsBepam.

[obaBneHa BO3MOXHOCTb MOMCKa pecypcoB Mo CUCTEMHOMY UMEHM B MacTepax
Cy3.

[obasneH Java KOHHEKTOp- cepBep. Java KOHHEKTOP- CepBep BK/OYAET B cebs cep-
BEp MPUSIOXKEHMUIA, KOTOpbI obecneuvMBaer NporpamMMHyI0 cpeay Ans paboThbl
KOHEKTOPOB LiefieBblX cucteM, u CYB/l Anst XpaHeHMs AaHHbIX KOHHEKTOPOB.

B koMnnekT nocrtaBku Java KOHHEKTOP-CepBEpa BXOANT:

e cepBep npunoxeHun JBoss Enterprise Application Server Bepcumn 6.2.0;
e HactpoeHas CYBA H2;

e Habop 6ubnmnotek anst pa3apaboTKnM HOBbIX KOHHEKTOPOB;

e [OKyMeHTauusa ansa paspaborumka (JavaDoc);

e npuMepbl KOHHekTopoB: XML, LDAP n CYB/] (Bkntovas ucxoaHble Koabl).
AreHT OES nepeHeceH Ha Java KOHHEKTOp-cepBep.

[obaBneHa BO3MOXXHOCTb Bblbopa KaTasnora ans xpaHeHus noros CY3.

10.Jo6aBneHa BO3MO)XXHOCTb OTK/IOUEHUS HEO6XOAMMOCTN COrNnacoBaHMs 3a9BOK ANs
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Bepcusa 2.11.4.2029

1. [ob6aeneHa noaaepxka eamHoro darina astopmsaumm CY3 gns Bcex cepBepos
Knacrepa.
MepeHoc cdaitna asTopusaummu CY3 B 6a3y AaHHbIX

Mo ymonuaHuto dann auth.xml ¢ HeobxoauMbiMM npaBuiamu aBTopusaumum CY3
XPaHUTCA Ha cepBepe knacrepa B JOMALLIHEM _KATAJIONE_CY3. Ona nepeHoca
danna aBTopm3aunm B 6asy AaHHbIX:

1. MoagrotoBbTe dann auth.xml ¢ HeobxoaMMbIMM npaBunamu astopusaumn CY3
(nogpobHee o HacTpoikax asTopu3auum cM. B gokymeHTe "KYB CY3", rnaea
"Hactponkn goctyna k CY3").

2. [obaBbTe B KOHUrypaumoHHbin dann CY3 config/web.config n3 katanora
JOMALLIHWUA_KATAJIOI_CY3 cTpoky

<add key="FolderPath" value="nyTb k chainy auth.xml" />,
B KOTOpPOM yYKaxuTe nyTb Ao darina auth.xml s nepsoro nyHkra.
3. lMponuwwuTe B 6pay3epe KOMaHAy

/DCS/default.aspx?appAction=TestCommandNavigatationAction&command=Mo-
veAuthToDb

B cnydae ycnewHOro BbIMOMHEHUS KOMaHAbl, NoaBuTCca coobweHne "OK" Ha
rnasHou crpaHuue CY3:

,_é' K¥YB: Cncrema ynpaeneins sanekamn - Windows Internet Explorer
@ - Ig‘,.- http://des2/DCS fdefault. aspx?appAction=TestCom J:'j el

OK.

Tenepb dann asTopusauymm auth.xml HaxoguTcsa B 6a3e AaHHbIX.

MpumeyaHue. Mpu noBTOPHOM NepeHoce thaiina asTopusaumm auth.xml, dhaiin xpaHsiwuiics B 6ase
AaHHbIX OyaeT 3aMEHEH Ha HOBbIIA.

[Onsa asTopusauunn CY3 n3 darina auth.xml, xpaHswerocs B 6a3e faHHbIX:

1. [ob6aBbTe B KOHMUrypaumoHHbin darn CY3 config/web.config ns kartanora
JOMALLHUN_KATAJIOI_CY3 cTpoky

<add key="StoreAuthInDB" value="True" />.
2. CoxpaHuTe n3MeHeHwus.
MpoBeanTe HaCTpPOMKY Ha BCeX HeobXxoanMbIX cepBepax Knacrepa.

MpumeyaHue. MMpu HeOOXOAMMOCTM OTMeHbl HAcTponku asTopusaumm CY3 u3 channa auth.xml,
XpaHsiLLerocsi B 6a3e laHHbIX, U3MeHUTE CTpoky Ha <add key="StoreAuthInDB" value="False" />.

Bepcusa 2.11.4.2132

1. [Jo6BneHa BO3MOXHOCTb NOMCKa COTPyAHMKOB B CY3 no Homepy CHUJIC.

2. [obaBneHa BO3MOXHOCTb Moucka noapasgeneHun no OFPH, MHH, KMMN n koay
CBOAHOrO peecTpa.

Bepcusa 2.11.4.2224

1. B mMactepe wumnopta ceptudukata gobaBneH 3anpeT Ha NpuBSA3KY OAHOro
cepTudmrKaTa K HECKONIbKUM COTPYAHUKaM.
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Bepcusa 2.11.4.2231

1.

[JobaBneHa BO3MOXHOCTb B MacTepe perncrpauunmn nonb3oBaTend He BHGMpaTb
nogpasaeneHune ansa HoBoro noJsib3oBaTtend.

Bepcus 2.11.4.2234

1.

[ob6aBneHa BO3MOXXHOCTb OFrpaHMYeHUS 4OCTyNa nosb3oBaTensM K Mactepam CY3:
* 13MeHeHue aTpmbyToB OpraHn3auni n NoapasaeneHun;
* M3MeHeHMe JO/MKHOCTHOro cratyca nonb3oBaTens;

® 13MEHEeHMe CBOICTB NoJsib30BaTens;

e n3MeHeHwue MNAH nonb3oBaTens;

e repesoj nosib3oBaTeNs Ha APYryto AO/HKHOCTb;

® MpeKkpallieHune AoCTyna K cucreme;

e perncrpaums nonb3oBaTens;

e CO34aHMe OpraHm3aunii n NoapasaeneHuni;

e CO34aHMe HOBOW AO/MKHOCTU;

e CoOKpalleHue AOHKHOCTY;

e yBOJIbHEHUE COTPYAHMUKOB;

e yjaaneHve opraHvsauuu 1 nogpasgeneHuii;

e ynpaB/ieHMe CTaTyCOM Mosib30BaTenen.

Bepcusa 2.11.4.2269

1.
2.

3.

[Nob6asneHo otobpaxkeHne CHUJIC B HdopMaumnm o nonb3oBaTene.

[NobaeneHo oTobpaxkeHne nHdopmMaunm o cosgaHmm Ol Ha aTane coraacoBaHms
3aAaBKW.

B CY3 B okHe "uHdbopmaumsa o6 obbekTax" pobaBneHo oTobpaxeHue
naeHTndurKaumoHHbix Homepos (ID) ans cneayowmx o6bLEKTOB:

e (dun3nyeckoe nmuo;
®  COTPYAHWUK;

®  JIO/DKHOCTb;

e OpraHusaums.

JobaeneHa yTuaMTa Ans uMnopta W 3KCNopTa JAdaHHbiX cuctembl Oracle
Entitlements Server.

DKCNOPTUPYHOTCA CrieaytoLmMe Kaccbl 06beKTOB U UX aTpUbyThI:
e T[lpunoxeHune (Application);

e Twunbl pecypcos (Resource Type);

e Pecypcbl (Resource);

e ATpnbythl (Attribute);

e Onepauunn (Action).

B CY3 pobaBneHbl MacTepa "dkcnopt ponen” n "Mmnopt ponen". Macrep akcnopra
ponei No3BOJISIET 3KCMOPTUPOBATb AaHHble O BblObpaHHbIX ponsx B xml-dann.
MacTep nMnopTa posiel NO3BOSSET 3arpyXaTb AaHHbIE O PONAX U3 3TOro gaiina.

Bepcua 2.11.4.2278
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1.

B macrepe CY3 "UsmeHeHue TH nonb3oBatensa" pobasneHa noaaepxka
n3ameHeHuns CHUJ1C nonb3oBaTenen.

Ona poctyna kK 0bHOBNEHHOMY MacTepy HeobxoAMMO BHECTU M3MeHeHus B dann
auth.xml unmn nepeycraHoBuTtb cncremy KYb.

Ona nameHennsa danna auth.xmi:
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e oTkponTe pann auth.xml ns katanora C:\Program Files (x86)
\Infosec\Cube\Admin;

e 3ameHuTe Bce cnoBa "ChangeEmployee" Ha "ChangeEmployeeBud" (ans
KOPPEKTHOW 3aMeHbl Wcnonb3ymte @GunbTpbl "ToNbko uUenble cnosa" wu
"YuuTtbiBaTb peructp 6yks").
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